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1. OBIME CBEJIEHUA

1.1. HaumeHOBaHHe H YCJIOBHOe 0003HAYECHHUE

HaunmenoBanune — Ilporpammusiii kommieke «VPN/FW «3ACTABA-Knuent» Bepcus 8§ KCl»
(ucnionnenusa ZC8-WX64-VF-01, ZC8-RD64-VF-01, ZC8-AL64-VF-01, ZC8-AS64-VF-01, ZC8-AD64-

VE-01).

YcnoBroe o6o3HaueHue — [10 «3ACTABA-Kinent» Bepeus 8§ KC1» (nanee — [10 «t3ACTABA-

KireHnr»).

1.2. BapuaHTbI HCIIOJTHEHUSA

Bapuants! ucnonnenuii [10 «3ACTABA-Knuent», noajiepxupaeMble ONEpalliOHHbIE CUCTEMBbI

(OC), cootBetcTBUE HcioaHeHUH Kiaccam 3amuTel CK3U, a Takke TMIam 1 Kjaccam 3aluThl MEKCETEBBIX

9KpaHOB MpuBeaeHbI B Tabnuie (cM. Tabmuna 1).

Ta6muma 1 - Bapuants! ucnionaenuit 110 «3ACTABA-KnuenT»

Kaacc Tun n kaace
HcnosHenne Honpep:xxuBaembie OC 3alUThI 3amuThl M3
CK3H1
ZC8-WX64-VF-01 | OC Microsoft Windows 10, OC Microsoft Windows 11 KC1 B4
ZC8-RD64-VF-01 | PEJJOC 7.3 KCl1 B4
ZC8-AL64-VF-01 | OC Anbt 8 CIT KC1 B4
OC Astra Linux Special Edition 1.7
ZC8-AS64-VF-01 | OC Astra Linux Special Edition 1.8 KC1 B4
OC Astra Linux Common Edition x64
ZCB8-AS64-VF-03 | OC Astra Linux Special Edition 1.7 KC3 B4

1.3. Pa3paborumuk

Axunonepnoe o6mectso «JIBUC-TIJIFHOC».

124527, Mocksa, 3enenorpaa, ConHeunas annes, 1. 6, nomemienue VI, opuc 7.

Ten. (495) 276-0211.

1.4. ITocTraBUIUK
Axmmmoneproe o6miectBo «JIBUC-TIJTIOC.

124527, Mocksa, 3enenorpaa, ConHeunas anmues, 1. 6, nomemienue VI, opuc 7.

Ten. (495) 276-0211.




2. OCHOBHBIE XAPAKTEPUCTHUKH

10 «(3ACTABA-KnuenT» npeaHasHaueHoO JJs peaju3aliy 3alUIIEHHOIO B3aUMOAECUCTBUS Ha
cereBoM ypoBHe Mojenu OSI/ISO (ua yposue TCP/IP-tipoTokoia) ¢ ucnosib3oBanueM texHosoruit VPN u
Ha OCHOBE MHTEpHET-IpoTOKOoI0B cemericTBa IP Security (Internet Protocol Security, namnee — IPSec) u
OCYIIECTBIICHHUSI (DYHKIIMH MEXKCETEeBOr0 JKpaHa ¢ IIeNbI0 3allMuThl pPadoyero Mecra KOHEYHOTO

IIOJIB30BaTCIIA.

[0 ««3ACTABA-KiuenTt» nmnpenHa3Hau€HO JUisi NPUMEHEHMST B TOCYAAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAaX, UH(OPMAIIMOHHBIX CHCTeMaX 00pabOTKH NEPCOHANIBHBIX IaHHBIX, CUCTEMax
obecrieyeHnss MH(GOPMALIMOHHON O0€30IaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HH(OpPMallMOHHOM
UHPPACTPYKTYpPHI U 00ECTIeYNBAET 3aIUTy HH(OpMAIMK KOH(UACHIIUAIEHOTO XapaKTepa, He CoAepKaIe

CBEJICHMI, COCTABIISAIOLIUX FOCYIapCTBEHHYIO TalHY.

[0 <«3BACTABA-Knuent» o0ecneurBaeT BBINOJTHEHHE KpUOTOrpaduyeckux  (QyHKIUH

H_II/I(prBaHI/ISI, KOHTPOJIA HEJIOCTHOCTU JaHHbIX, UMHUTO3AIUTLI JaHHbIX, aYTeHTI/I(I)I/IKaLII/II/I.

10 «3BACTABA-KunenT» obecrieunBaeT 3allUTy Ha CETEBOM YPOBHE MOJIENM B3aUMOJICHCTBUS
OSI/ISO ¢ ucnonb3oBanueM TexHonoruit VPN U MeXCETeBOro 3KpaHUPOBAHUS 33 CUET MCIOJIb30BAHMUS
IPOTOKOJIOB JIByXCTOPOHHEH KpUNTOrpapuuecKoid ayTeHTU(UKALUU NPU YCTAHOBICHUU COEIUHEHHUH
(ESP, IKEV2), OHCBIBAEMBIX PEKOMEHIALUAMHI U CTAHJapTaAMH:

— Pexomenmanmu no crangapruzanun «MHbopmanmonHas texHojorus. Kpunrorpaduueckas
3ammra uH(popMaruu. lcrnonb30BaHME POCCUHMCKHUX KPUOTOTpagUUEecKUX alropuTMOB B
poTOKOoJIe 0OMeHa Kirouamu B ceTi MuTtepret Bepcun 2 (IKEV2)y;

— P 1323565.1.035-2021 «Mudopmarnmonnas TtexHosorus. Kpunrorpaduueckas 3amura
uHpopmanuu. Vcronp30BaHHE POCCHICKUX KPHUNTOTPAPUUECKHX AITOPHUTMOB B MPOTOKOJIE
3amuThl nHGopmaruu ESPy;

— TOCT P 34.12-2015 «MudpopmanmonHass TexHojorus. Kpunrorpapuueckas 3amura
uHpopmanuu. brounsie mugps! («Marma» u «Ky3neunk» B pexume MGM)»;

— TOCT P 34.10-2012 «MudpopmanmonHass TexHojorus. Kpunrorpapuueckas 3amura
uHpopmanuu. [Iporeccs GopMHUpOBaHUS U TPOBEPKH AIEKTPOHHOHN IIM(PPOBOIT MOATIUCH Y,

- TOCT P 34.11-2012 «MudpopmanmonHass TexHojorus. Kpunrorpapudeckas 3amura
uHpopmanuu. OyHKIKS XIMIUPOBAHUSY,

— P 50.1.113-2016 «Mudopmanmonnas rexnonorus. Kpunrorpaguueckas 3ammra "HGOpMAaLUH.
Kpunrorpaduueckue alropuTMpl, COMYTCTBYIOIINE MPUMEHEHUIO aJlTOPUTMOB 3JIEKTPOHHOMN
UGPOBON NOAMHUCH U (PYHKIIMM XIUIMPOBAHUAY;

— P 1323565.1.023-2018 «Mudopmanmornass TexHojorus. Kpunrorpadpudeckas 3amiura
uHpopmanuu. Hcnons3zoBanue anroputmoB ['OCT P 34.10-2012, TOCT P 34.11-2012 B



cepTuduKaTe, CIUCKe aHHYIUpoBaHHBIX cepTudukatoB (CRL) m 3ampoce Ha cepTudukar
PKCS #10 ungpactpyKTypsl OTKPBITHIX Kitoueit X.509»;

P 1323565.1.026-2019 «Mudopmanmonnas texHonorus. Kpunrorpapudeckas 3amiura
uHpopmanuu. Pexumbl paboThl GJIOYHBIX MHU(PPOB, pPeaTU3YIOUINE AayTEHTH(PHUINPOBAHHOE
mudpoBaHUCY;

P 1323556.1.024-2019 «udopmarmonnas texHosorus. Kpunrorpaduueckas 3ammra
uHpopmauuu. [lapameTpsl MIMNTUYECKUX KPUBBIX A KPUNTOrpaUUECKUX aIrOpUTMOB U

ITPOTOKOJIOB».

I[HSI COBMCCTUMOCTH C JOPYrMMHU MNPOrpaMMHBIMHU M aIlllapaTHO-IIPOIrpaMMHBIMU U3 CIUSAMU

muaelikn «3ACTABA» npoussoactea AO «JIBUC-TIJTHOCy 110 «3ACTABA-KnuenT» obecrieunBaer:

KOH(HIEHIIMATBHOCTb nepeaaBaeMoi B KOPIIOPaTUBHOMN UH(POPMALIMOHHO-
TEJIEKOMMYHHUKAIIMOHHONW cetn wuH(popMamuu 3a cueT e mudpoBaHUS COTJIACHO
['OCT 28147-89;

3alUTY [P OCYIIECTBIECHUH JOCTYNA K KOPIIOPATUBHBIM BBIYMCIUTEIbHBIM PECYypcaM 3a CUET
UCIIOJIb30BaHUSI MPOTOKOJIOB JBYXCTOPOHHEH KpuUNTOrpapuuecko ayTeHTU(UKAUHU NpU
YCTAQHOBJICHMM coeJUHEHUH Ha Oa3e mnporokona IKEv2 ¢ ucnosnb30BaHMEM alropuTMOB
noamucu B coorBerctsuu ¢ [OCT P 34.10-2012;

KOHTPOJIb IEJIOCTHOCTH AaHHBIX Ha ocHOBe mpuMeHeHust [ OCT P 34.11-2012;

MMUTO3AIIUTY JaHHbIX Ha ocHOBe puMeHeHust [[OCT 28147-89 B pexnMe UMHUTOBCTABKHY;
HNOJJIEPKKY CXEMBbl OTKPBITOTO pacnpeaeneHus kioued [uddu-Xennmmana Ha OCHOBe

anroput™a ['OCT P 34.10-2012 VKO B 256-6UTHOM pexume.

MO «3ACTABA-KnueHt» peanusyer mnakeTHyro o¢uibTpanuto no IP-agpecy (muamason IP)

UCTOYHMKA M HA3HAYEHUs, HOMEpa TOPTOB M THII NPOTOKOJIA, THUIBI M Kojabl coodmenuir ICMP, mo

HAITPaBJICHUIO IMAKETOB.



3. PACIHIMPEHHBIE ®YHKIIMOHAJIBHBIE XAPAKTEPUCTUKU

Ceenenuss 0 (YHKUMOHAIBHBIX, TEXHHYECKHMX M SKCIUTyaTallMOHHBIX XapakTepuctukax [10

«3ACTABA-Knuent» npuseneHs! B Tabnuie (cM. Tabnuna 2).

Tabmuma 2 - OyHKIHOHATIBHBIC, TEXHUYECKHE M dKCILTyaTanoHHble Xapaktepuctuku [10 «3ACTABA-

Kiauenr»

XapakTepucTHKa

Onucanue

KondurypupoBanue u
MOHHUTOPHHT

YTUNuTH KOMaHAHOHN CTPOKH, peann3yronue QyHKIUNA KOHPUTypUPOBAHUS H
Mouutopunra [10 «3ACTABA-Knuenty

MouuTopuHT ¢ ucnoiabs3zoBanueM nporokoiaa SNMP v2 u v3 (monaepsxka SNMP-
TPANoB JUIsl YAAIEHHOTO OMOBEIICHHUS O COOBITHAX

Unentudukanus n
ayTeHTUUKAIUS

JByxdakropHas uneHTuGUKAIUSA U ayTeHTH(UKanns noias3oBarens 110
«3ACTABA-Knuent» Ha ocHoBaHuM nudposoro ceprudukara X.509, xpansiierocs
Ha IPOTrPaMMHOM HJIH (PU3UYSCKOM KITFOUEBOM HOCHUTENE, U peabsBieHHOro PIN-
KoJ/Ia

UnenTtudukarys napTHEPOB MEIKCETEBOTO B3aUMOICHCTBHS [0 CETEBOMY afIpecy,
MIOPTY U IPOTOKOJY CYOBEKTOB

Peanuzanus noJIuTuKu
0€e30MacHOCTH

[IpumeHeHue MOMUTUKU ApaiiBepa mo ymoiadanuto a0 3arpys3ku 10 «3ACTABA-
Knuenm»

[Ipumenenune cucteMHON OMUTHKY Oe3omacHocTH mocie 3arpy3ku 110 «3ACTABA-
Knuenm»

[TpuMeHeHue MoNMUTUKKA O€30MTACHOCTH MOJIb30BaTes nocie ayreHTudukaryu B OC

KoHuTpoas nenoctHocT

PeanuzoBan mexanusm koHTpoiia nenaoctHocTd 110 «3ACTABA-KnuenT» no
KOHTPOJIbHBIM CyMMaM B IPOLIECCE €r0 3arpy3Ku

Jnst ucnonmuenust [10 «3ACTABA-Knuent» ZC8-AS64-VF-03 peannzoBan
MEXaHU3M JTUHAMHYECKOTO KOHTPOJIS IIEJIOCTHOCTH BO BPEMs €ro pabOThI

Kpunrorpaduueckas
3aIuTa

3amuTa Tpaduka 3a cu€T ayTeHTUUIMpoBaHHOTO mHdpoBanus IP-makeToB Ha
ocHoBe npoTokouna IPsec ESP u B3anMHO# ayTeHTHHUKAIINN C TPIMEHEHUEM
GYHKIUH, peann3yomuX KpUNTorpaduuecKie alropuTMbl, OCHOBAaHHbIE Ha
poccuiickux crangaptax ['OCT P 34.12-2015 («Marmax» u «Ky3Heunk» B pexxume
MI'M), I'OCT P 34.10-2012, 'OCT P 34.11-2012

3amuTa Tpaduka 3a cu€T mudposanus |P-nakeToB Ha ocHOBe npoTokoJa IPsec ESP,
nepeaBacMbIX B KOPIIOPATUBHBIX HHPOPMAIIMOHHO-TEJICKOMMYHHUKAITHOHHBIX
cuctemax napopmanuu, B coorBercTBUM ¢ ['OCT 28147-89 n MMHTO3aIIUTH TAHHBIX
Ha ocHoBe npuMeHeHust 'OCT 28147-89 B pexunme IMUTOBCTaBKH

3aiuTa nNpy J0CTYIE K KOPIIOPATUBHBIM BBIYUCIUTEIBHBIM PECypcaMm 3a CUET
MCIIOJIb30BaHMsI POTOKOJIOB JBYXCTOPOHHEH KpUNTorpaduueckoi ayTeHTU(HUKAITUH
NpY YCTAHOBIICHUH coeIMHeHNH Ha 0aze mporokoia IKEV2 ¢ ucnons3oBanuem
anroputMoB noamnucu B coorsercTeuu ¢ [[OCT P 34.10-2012

KouTpoJib 11e510cTHOCTH JaHHbIX Ha ocHoBe npuMenenus ['OCT P 34.11-2012

[MToxneprkka cXeMbl OTKPBITOTO pacnpenenenus kiouei npdu-Xemmmana Ha
ocHose anroputma 'OCT P 34.10-2012 VKO B 256-6uTHOM pexxumMe

Kpunrorpadudeckas 3amura nepeiaBacMoil HHGOpMaIuK 3a cUET QyHKIIMOHATA
KpunTomposaiaepa «nsuc-Kpunto» nponssoactea AO «JIBUC-TUJIFOC» n
CK3M USB-tokena RU.63793390.00003-01 ESMART Token I'OCT (dpopm-hakrop
USB) u KBJI2K.01558 Pyroken DLII 3.0 (popm-thakTop USB)

ITaketHas ¢punpTpanus

ITakernas ¢punprpanms mo IP-anpecy (muanazon IP) nctounnka u Ha3HaYeHUS,
HOMepa TIOPTOB U THIT IIPOTOKOJIA, TUTIBI ¥ K01kl coobiennii ICMP, o HanpasiieH#TO
MIaKETOB

3amuiménHoe
HOIKITFOUCHHE
(ucnonp3oBaHUe
pexuma IKECFG)

BosmoskHocThs HazHaueHus DNS u mo0bix BupTyanbHbix |P-agpecos, a Takxke
¢dyukimio DHCP Relay g 11O «3ACTABA-Kiunent»

Bo3moxknocts gocryna k 110 «3ACTABA-KnuenT» o BupryansHoMy IP-ampecy
(VPN-mapmpyTu3anms)




XapakTepucTHKA

Onucanne

KypnanupoBanue

dukcarus B JTOKAILHOM U CHCTeMHOM (SYsSl0Q) sxypHasie ayaura Cieayromuii CIIUCOK
nH()OpMAaITHH:
— perucTparys coOBITHII BXOM\BBIX0 monbk3oBareneii B CK3U;
— perucTpaisi COOBITHI IO KOHTPOJIO MEIOCTHOCTH aIapaTHOTO
obecnieuenus u I10;
— pEerucTpaiys 1 y4eT 3aIpOCOB Ha YCTAHOBJICHUE COCIUHCHMIA,
— perucTpaius coObITHH, CBSA3aHHBIX C BbIMOMHEHUEM B [10
KpunTorpadhudeckux (yHKIHH;
— CO3JIJaHHE U YJaJI€HUE 3alIMIIEHHBIX COEJUHEHHUI

B03MOKXHOCTH Mepeayur JaHHBIX CHCTEMHOT0 JXypHalia Ha yaajdeHHbIl Syslog-ceprep

JononHurensHbIe
GbyHKIMH

KoHTposs hparMeHTHpOBaHHBIX MAKeTOB, nmoanepskka Path MTU Discovery

Bo3moxxHocTb padotsl uepe3 NAT (texnosnorust NAT-T)

Brmonnenne ¢pyHkuuii Tpancisaun ceTeBbix anpecoB NAT B cOOTBETCTBUU ©
IpaBUJIAMH 3aJaHHOM MOJIUTUKU

Peanmzarus IKEv2, moBsIeHHbIH ypoBeHb Oe30nmacHOCTH 1 3amuThl oT DDoS-arak

Hanwuune ¢pynkunonana anrucnyGuHra

OO0OHOBIIEHHUE

B03M0OKHOCTH aBTOMaTH3UPOBAHHOTO OOHOBJICHHS 110 KOMAaH/aM OT cepBepa
[[EHTPAJIM30BaHHOTO YIPABICHUS

CoOBMECTUMOCTD

10 «3ACTABA-KnueHnT» coBMECTUMO C ITPOrpaMMHBIMU U aIllapaTHO-
nporpaMMHbIMU u3aenusamu auHeiiku «3ACTABA» npoussoactea AO «3JIBUC-
TTJIFOC»




